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:johnSmith :salary 40000 .

:joeBloggs :warnedFor :NonAttendance .

:joeBloggs :username "jb" .

:johnSmith :username "js" .

:warnedFor dom :OneWeekSuspended .

How to add access control to this RDF data?
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non-recursive datalog with negation (nr-datalog¬)

Annotation values are the body of the rules in a Datalog program:

access

← hr ,¬js.

access

← jb.

rule head: access
given the facts from the authentication service, if access holds the
user is allowed to access the triple.
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?x ?prop ?y .
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⇒ :joeBloggs type :OneWeekSuspended .
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Merging Triples

Additional rule to merge annotations of the same triple:

:joeBloggs :salary 80000 . [[hr,-js]]

:joeBloggs :salary 80000 . [[jb]]

⇒ :joeBloggs :salary 80000 . [??? ]

access ←hr ,¬js.
access ←jb.

Disjunction (∪) maintains the access restrictions.
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operator for inferring of annotations: +
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universal (>) annotation: [[jb], [js], . . . ] (union of all entities)
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Permission Management

:johnSmith type :Employee :[[js]] .

:johnSmith :username "js" :[[js]] .

:johnSmith :worksFor :westportCars :[[hr]] .

:johnSmith :salary 40000 . :[[hr]] .

Every :Employee can access their own information:

?X type :Employee .

?X :username ?U .

?X ?P ?O :?λ1.

⇒ ?X ?P ?O :?λ1∪ [[?U]] .
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AC Annotated RDF(S)
:joeBloggs :worksFor :westportCars .
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:johnSmith :worksFor :westportCars .
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Query results
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Conclusions

Represent access control permissions in RDF

Extension of SPARQL for “secure” querying

Semantics backwards compatible with RDF and SPARQL

Next steps:

Integration with triple stores

Optimisations (storage and querying)

Permission Modelling and Management

Combining provenance, trust and access control information

Thank you! Questions?
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